Abstract
Introduction
Multimedia data hiding techniques have developed a strong basis for the area of steganography with a growing number of applications for fields like digital rights management, covert communications, hiding executables for access control, annotation etc. In these application scenarios, multimedia steganography techniques have to satisfy two basic requirements in order to make cover object (object not containing any additional data) and stego object (object containing secret message) perceptually indiscernible [1] . The first requirement is perceptual transparency and the second one is high data rate of hidden data. All the stego applications mentioned above, besides requiring a high bit rate of the embedded data, have a need for algorithms that detect and decode hidden bits without access to the original multimedia sequence (blind detection algorithm). While the given applications do not require robustness against intentional attacks, a degree of robustness against common signal processing as noise addition or MPEG compression may be desired. A public watermark embedded into the host multimedia might be used as the link to external databases that contain certain additional information about the mutimedia file itself, such as copyright information and licensing conditions. One interesting audio steganography application is transmission of so-called meta data along with multimedia. Meta data embedded in an audio clip may carry data about the composer, the genre of music, etc.
Data hiding in the least significant bits (LSBs) of audio samples in the time domain is one of the simplest algorithms with very high data rate of additional information [2, 3] . LSB coding [4, 5] is one of the earliest techniques studied in the information hiding and watermarking area of digital audio (as well as other media types [6, 7, 8] ). It is a simple approach in watermarking of the audio sequences, where the embedding of a watermark into a digital audio stream is performed by alternation of the LSBs, having the amplitude resolution of 16 bits per sample. It usually does not use any psychoacoustics model to perceptually weight the noise introduced by LSB replacement. However, there are some more advanced methods of LSB coding [7, 9] that introduce a certain level of perceptual shaping.
The LSB watermark encoder usually selects a subset of all available host audio samples chosen by a secret key. The substitution operation on the LSBs is performed on this subset. Extraction process simply retrieves the watermark by reading the value of these bits from the watermarked audio bit stream. Therefore, the decoder needs all the samples of the watermarked audio that were used during the embedding process. The random selection of the samples used for embedding introduces low power additive white Gaussian noise (AWGN). It is well known from psychoacoustics literature [10] that the human auditory system (HAS) is highly sensitive to the AWGN. This fact limits the number of LSBs that can be imperceptibly modified during watermark embedding.
The main advantage of the LSB coding method is a very high watermark channel bit rate; use of only one LSB of the host audio sample gives a capacity of 44.1 kbps (all samples used). The obvious disadvantage is considerably low robustness, due to the fact that simple random changes of the LSBs destroy the coded watermark [11] . In addition, it is very unlikely that the embedded watermark would survive digital to analogue and subsequent analogue to digital conversion. Because no calculation-demanding transformations of the host signal in the basic version of this method need to be done, this algorithm has a very small computational complexity. This permits the use of LSB watermarking in real-time applications.
Method
Numerous steganography techniques have been designed and implemented, which is due to the fact that multimedia objects have a highly redundant representation. In multimedia compression techniques data redundancy is used in order to decrease the number of bits per sample needed for perceptually transparent representation of multimedia content. On the other hand, data redundancy is used in steganography techniques to embed additional data into the cover object, without causing perceptual distortion. As already noted, one of the most common and simplest steganographic method is the LSB coding method that embeds a message in the least significant bits of the host audio. As the number of used LSBs increases or the depth of the modified LSB layer becomes larger, the risk of making the embedded message statistically detectable increases and perceptual transparency of stego objects is decreased. Therefore, there is a limit for the number of bits in each sample of host audio that can be used to embed messages.
A subjective listening test done in our laboratory showed that, in average, the maximum LSB depth that can be used for LSB-based watermarking without causing noticeable perceptual distortion is the fourth LSB layer, if 16 bits per sample audio sequences are used. The tests were performed with a large collection of audio samples and individuals with different backgrounds and musical experience. None of the tested audio sequences had perceptual artifacts when the fourth LSB has been used for data hiding, although in certain music styles, the limit is even higher than the fourth LSB. The robustness of the watermark, embedded using the LSB coding method, increases with increase of the LSB depth used for data hiding. For example, a watermark placed in the third LSB layer can withstand additive noise amplitude two times higher than the same data placed into the second LSB layer. Therefore, improvement of watermark robustness obtained by increase of depth of the used LSB layer is limited by perceptual transparency bound, which is the fourth LSB layer for the standard LSB coding algorithm.
We have developed a novel method that is able to shift the limit for transparent data hiding in audio from the fourth LSB layer to the sixth LSB layer, using a twostep approach. In the first step, a watermark bit is embedded into the ith LSB layer of the host audio using a novel LSB coding method. In the second step, the impulse noise caused by watermark embedding is shaped in order to change its white noise properties.
The standard LSB coding method simply replaces the original host audio bit in the ith layer (i=1,…,16) with the bit from the watermark bit stream. In the case when the original and watermark bit are different and ith LSB layer is used for embedding the error caused by watermarking is 2 i-1 (amplitude range is [-32768, 32767] ). The embedding error is positive if the original bit is 0 and watermark bit is 1 and vice versa. A part of the two input/output embedding characteristics of the standard LSB coding algorithm, for the case of embedding in the 4 th LSB layer, are depicted in Figure 1 and Figure 2 , represented by the dash-dot line. The embedding characteristic given in Figure 1 is for the case when the watermark bit is equal to zero, while the characteristic from Figure 2 represents the case when the watermark bit equals one. It is clear that, in the areas where the original and watermark bit do not match, the standard LSB coding method produces a constant error with 8-quantization steps (QS) amplitude.
A key idea of the proposed LSB algorithm is watermark bit embedding that causes minimal embedding distortion of the host audio. It is clear that, if only one of 16 bits in a sample is fixed and equal to the watermark bit, the other bits can be flipped in order to minimize the embedding error. For example, if the original sample value was 0…01000 2 =8 10 , and the watermark bit was zero is to be embedded into 4 th LSB layer, instead of value 0…00000 2 =0 10 that the standard algorithm would produce, the proposed algorithm produces a sample that has value 0…00111 2 =7 2 , which is far closer to the original one. However, the extraction algorithm remains the same; it simply retrieves the watermark bit by reading the bit value from the predefined LSB layer in the watermarked audio sample. In the embedding algorithm, the (i+1)th LSB layer (bit a i ) is first modified by insertion of the present message bit. Then the algorithm given below is run. In a case where the bit a i need not be modified at all due to already being at correct value, no action is taken with the signal sample. The proposed embedding algorithm is implemented as follows: The embedding characteristic of the proposed LSB coding algorithm is given in Figure 1 , for the case when watermark bit is equal to one, and in Figure 2 th LSB layer is used, the absolute error value ranges from 1 to 4 QS, while the standard method in the same conditions causes a fixed absolute error of 8 QS. The average power of introduced noise is therefore 9.31 dB smaller if the proposed LSB coding method is used.
In addition to decreasing objective measure as signal to noise ratio (SNR) value, in the second step of embedding the proposed method introduces noise shaping in order to increase perceptually transparency of the overall method. LSB watermark embedding in a silent or non-dynamic part of the audio sequence causes perceptible hissing noise as significant audio values are introduced where they did not exist in the host audio signal. In order to decrease these perceptual artifacts, the second part of the algorithm is executed. A similar concept, called error diffusion method, is commonly used in conversion of true color images to palette-based color images [12] . In our algorithm, embedding error is spread to the four consecutive samples, as samples that are predecessors of the current sample cannot be altered because information bits have already been embedded into their LSBs. Let e(n) denote the embedding error of the sample a(n), For the case of embedding into the 4 th LSB layer, the next four consecutive samples of the host audio are modified according to these expressions: a(n+1)=a(n+1)+ e(n) a(n+2)=a(n+2)+ e(n)/2 a(n+3)=a(n+3)+ e(n)/3 a(n+4)=a(n+4)+ e(n)/4 where A denotes floor operation that rounds A to the nearest integer less than or equal to A. Error diffusion method shapes input impulse noise, introduced by LSB embedding, by smearing it. The effect is most emphasized during silent periods of the audio signal and in fragments with low dynamics e.g. broad minimums or maximums. In these cases, there are several hundreds of samples with the same value (e.g. all sixteen bits in a sample are zeros) and error diffusion method shifts the sample levels towards the mean value of expected additive noise. Therefore, the perceptual distortion is not as high as it would be without this step. Both the steps jointly increase the subjective quality of stego object as noise made by LSB embedding has perceptually better-tuned distribution.
Therefore, we expect that, using the proposed two-step algorithm, less perceptual distortion is caused if the embedding is done in the same LSB layer as in the standard method. Thus, we can increase the depth of watermark embedding further than the 4 th LSB layer, which is the perceptual limit for the standard algorithm and accordingly increase the algorithm's robustness towards noise addition or MPEG compression. The increase in robustness is carried out with a small, computationally undemanding modification of the watermark embedding algorithm, while the watermark extraction algorithm remains the same as in the standard LSB coding method.
Experimental results
The proposed LSB watermarking algorithm was tested on a large set of songs from different music styles (pop, rock, techno, jazz). The audio excerpts were selected so that they represent a broad range of music genres, i.e. audio clips with different dynamic and spectral characteristics. All music pieces have been watermarked using the proposed and standard LSB watermarking algorithm. Ten audio sequences were used as tests signals. Clips were 44.1 kHz sampled mono audio files, represented by 16 bits per sample. Duration of the samples ranged from 10 to 15 seconds. As defined in [13] , signal to noise ratio for the watermark embedded in time-domain is computed using the relation: where x(n) represent sample of input audio sequence and y(n) stands for sample of audio with modified LSBs. SNR values for the standard method (embedding performed in the 4 th LSB layer) and the proposed method (embedding performed in the 4 th ,5 th and 6 th LSB layer) are given in Figure 3 . It can be seen from Figure 3 that the novel algorithm outperforms standard LSB insertion algorithm with generally higher SNR values, depending on the LSB layer used for data hiding. Two methods obtain similar SNR values when the embedding is done in the 6 th LSB layer using the proposed method and in the 4 th LSB layer in the case of the standard method. Therefore, a significant improvement in robustness against signal processing manipulation is obtained. A watermark embedded using the proposed method is able to resist distortions with 6dB higher average power, as it can be embedded two LSB layers deeper.
Subjective quality evaluation of the watermarking method has been done by listening tests involving ten persons. Three of them had basic or medium level music education or are active musicians. In the first part of the test, the participants listened to the original and the watermarked audio sequences and were asked to report dissimilarities between the two signals, using a 5-point impairment scale: (5: imperceptible, 4: perceptible but not annoying, 3: slightly annoying, 2:annoying 1: very annoying). Table 1 presents results of the first test, with the lowest and the highest value from the impairment scale and average mean opinion score (MOS) for three of the 10 tested audio excerpts. In the second part, the test participants were repeatedly presented with unwatermarked and watermarked audio clips in random order and were asked to determine which one is the watermarked one (blind audio watermarking test). Experimental results are presented also in Table 1 . Values near 50% show that the two audio clips (original audio sequence and watermarked audio signal) cannot be discriminated by people that participated in the listening tests. The results of subjective tests showed that perceptual quality of watermarked audio, if embedding is done using the novel algorithm, is higher in comparison to standard LSB embedding method. Discrimination values and mean opinion scores in the case of the proposed algorithm embedding in the 6 th LSB layer are practically the same as in the case of the standard algorithm embedding in the 4 th LSB layer. This confirms that the described algorithm succeeds in increasing the depth of the embedding layer from 4 th to 6 th LSB layer without affecting the perceptual transparency of the watermarked audio signal.
